
Inside this issue: 

 

Avoiding Remote      

Access - Tech Support           

Scams 

 

What to do if You Have 

Been Scammed 

 

 

 

2 

 

 

3 

  
Getting ready for Winter 

Fun       

 

Popcorn Fridays are Back    

 

 

 

 

 

3 

 

4 

 

 

 

      

  

 

  

Fall 2021 

 
 

Remember, you get 

Free VIP Club checks 

as a Club Member! 

Desi Ozburn 

Editor 

VIP NEWS 

GIFT CARD SCAMS - DON’T FALL FOR IT! 

www.fsbshannon-polo.com 

As a Community Bank, 

we proudly offer: 

 A full line of checking, savings,  money 

market, CD & IRA accounts. 

 Health Savings Accounts. 

 A full line of loan products;        

construction, mortgage, home-equity, 

agriculture, consumer, SBA, PPP & 

commercial loans. 

 Trust Department 

 Investment Center 

 Internet Banking    E-Statements 

 Business Online   Payroll   ACH 

 Mobile Banking    Mobile Deposit 

 Bill Pay  Popmoney  Mobile Wallet 

 VIP Travel Program 

 Safety Deposit Boxes 

 Merchant Capture 

 Multiple ATM Locations 

W hy do scammers want gift cards? Gift cards are like cash in a lot of ways-they are 

hard to trace and once used, it’s hard to get your money back. Unlike wire trans-

fers, gift cards are easily purchased and can provide instant funds, without setting off any 

alerts.    

Gift cards are not tied to an account or person, so they don’t have the same restrictions as 

a credit or debit card. This not only gives the scammers anonymity, it also makes it difficult 

to trace the funds once they’ve been spent. Along with this, gift cards are easily converted. 

Scam artists can use them to buy expensive merchandise, which can be resold, or simply 

trade the card value to cash or cryptocurrency (bitcoin). 

There are several known ways scammers use gift cards, from claiming you owe them mon-

ey to stealing gift card codes. How do gift card scams work? 

Many of the most common gift card scams begin with a phone call. This call could be from 

someone claiming to be an IRS representative collecting taxes and fines, or they could say 

they are tech support and require funds to fix your computer. These examples play on 

three emotions-fear, hope, and sympathy-to instill a sense of urgency and panic. 

From this point, the caller will ask you to make the payment with a gift card. Usually they 

request cards such as Google Play, Apple (iTunes), but they could also ask you to purchase 

cards from large department stores, or ask that you make a cash withdrawal from your 

bank account to purchase the gift cards.  The caller will often instruct you not to tell any-

one. The caller might insist on staying on the phone while you go to the store or make the 

purchase online-these are major red flags that you are a victim of a scam. 

Once the cards have been purchased, the caller will ask for the gift card numbers and 

codes. With these details, the scam artist has instant access to the funds and your money is 

gone. 

Certain brands and retailers are favored by scam artists for a variety of reasons. It may be 

because the store sells high-value items-such as electronics or technology-which the 

scammer would be able to resell for a large profit. This is the case for shops like eBay, 

Walmart and Target. In the case of Google Play and other online platforms, it is easy for 

the scammers to sell the gift card code in an online marketplace and disguise their stolen 

product among standard discounted gift cards. 

If you’ve been involved in a gift card scam, the first thing you should do is report it. Each 

company will have their own process for reporting fraudulent activity, from dedicated 

phone lines to an online chat. Visit their appropriate website for further details. 

Below are three websites provided for you to access even more in-depth information re-

garding scams of all types.  Please take some time to read up on these, as we see far too 

many customers fall prey to scams, and once your money is gone, it is gone. 

https://www.consumer.ftc.gov/features/scam-alerts 

https://www.usa.gov/common-scams-frauds 

https://www.fbi.gov/scams-and-safety/common-scams-and-crimes 
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Avoiding Remote Access/Tech Support Scams 

What do you get 

when a turkey lays an 

egg on top of a barn? 

 Can You Guess? 

                                           

Normally, most people would never let a stranger use their computer, as it would be easy 

for that stranger to steal your private files, your money, or your identity. However, remote 

access scams prey on people’s fear, greed, or lack of technological understanding, to im-

pair their judgements, making them more likely to commit the grave error of giving a 

scammer access to their device. Learning how to recognize these scams can help you 

avoid them. 

In a remote access scam, a scammer attempts to persuade you into giving them remote 

control over your personal computer, which allows the scammer to con money out of you 

and steal your private information. Remote access scams are often related to tech support 

scams, (example, Dell Computer tech support, Norton anti-virus tech support) and typical-

ly starts on the phone with either a cold call from a fake tech support specialist telling you 

your computer is infected with malware, or a scary-looking pop-up ad that says there’s a 

problem with your computer and gives you a phone number to call for help. Scammers 

may also try to convince you to give them remote access by telling you they have money 

to give you that they can only deliver by connecting to your computer. Another very re-

cent refund scam includes asking you to display your online bank account, and putting a 

fake deposit on your account statement. The scammers then lead you to believe that they 

made a typo on the fake refund issued and ask for a gift card(s) to refund them.   

Once the scammer convinces you to give them remote access, they’ll ask you to install a 

program such as LogMeln, TeamViewer or GoToAssist, which allows someone from anoth-

er computer to operate your computer as if they were sitting right in front of it. Normally, 

these programs are used for legitimate tech support and worker collaboration purposes, 

but they can also be used by fraudsters for criminal purposes. While the scammer is con-

nected to your computer, they will basically try to pull a high-tech confidence trick on you. 

As part of this trick, the scammer will make it seem like your computer has a problem and 

that they’re fixing it, but really they are just running harmless programs that look strange 

to most people. Some examples include using the Command Prompt tool to generate 

ominous messages, or opening Temp files in Notepad and claiming that the random char-

acters that show up are a sign of corruption. While they have access to your computer, it 

is highly likely they will install malware on your device, as well. This can be even worse 

than just conning you out of your money, as undetected malware can allow hackers to 

steal your identity, including your passwords and financial information, over and over 

again, even if you get new passwords and account numbers. They will then offer to fix the 

problem for a fee of a few hundred dollars, pretend to repair your computer, and take 

your money, possibly using any credit card or bank details you give them to make addi-

tional fraudulent charges in the future. 

Steering clear of remote access scams becomes pretty simple once you realize a few key 

facts. First, tech support specialists from companies and government departments NEVER 

cold call people, so if you receive a call purporting to be from some kind of computer tech 

support, it is almost definitely a scam. Even if your caller ID says the call is coming from a 

source you recognize, it’s easy for scammers to spoof their calls to falsify their location. 

Second, legitimate computer companies don’t put their phone numbers on security warn-

ings and advise people to call them, preferring instead to use diagnostic and repair pro-

grams as a first line of defense.  

If you see a pop-up or virus warning on your computer advising you to call a number, it’s 

a scam. Some of these pop-ups have codes that make them hard to close, so if a pop-up 

is staying stubbornly open, you can force your Internet browser to close by hitting 

Ctrl+Alt+Delete and opening the Task Manager if you’re using Windows, or               

Command+Option+Escape if you’re on a Mac.  
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“Let us be 

grateful  to the 

people who make 

us happy;  they 

are the 

charming 
gardeners who 
make our souls 

blossom.” 

 

~ Marcel Proust 

 

 

 

Get ready...for Winter Fun! 

If you’ve already been victimized by a remote access scam, there are still ways you can recover from it. Contact your 

bank associated with any payment method you gave the scammer, such as your credit/debit card issuer or bank, and 

tell them about the scam. While it may be difficult to recover funds taken directly from your bank account, it’s often 

quite easy to dispute credit card charges related to fraud, and credit cards generally have better security features for 

customers. You should also file a complaint with the FTC (Federal Trade Commission), as your report will help them 

track down and build a case against the scammers. 

Fixing any damage done to your computer can be more difficult, as digital threats are constantly evolving to escape 

detection. The safest approach is to wipe your hard drive and do a clean install of your operating system, but this is a 

drastic and time-consuming measure. If you have a Windows computer, an easier but still effective option is to use the 

System Restore feature to roll back your computer to a point before the scam, which can undo malware that the scam-

mer installed. If that isn’t an option for you, at the very least you can install and run a legitimate malware cleaning pro-

gram on your computer, such as Malwarebytes, and hope it can get rid of the malware. While whichever solution you 

chose is working, you may also want to disconnect your computer from the Internet in case the scammer left a remote 

access trojan to let them reconnect to your system. After your computer is clean, you should reset all of your pass-

words, and possibly install some kind of ad blocking software to keep from getting any more pop-ups. 

Remote access scams can seem devastating, but if you know what to do and act fast, they aren’t so difficult to manage. 

Your best defense is a good offense...do not act on unsolicited pop-ups, phone calls, or emails, that try to scare you 

into allowing a stranger to access your computer or purchase gift cards.  No legitimate company contacts you this way. 

What to do if You’ve Been a Victim of a Takeover Scam 

 



                               

                                               

As soon as First State Bank Shannon-Polo-Lake Carroll feels it 

is safe to resume our VIP Travel Program events, we will post 

the notification on our Facebook page and on our website; 

www.fsbshannon-polo.com.                                               

Until then, we wish you good health! 

“We make friends and memories to last a lifetime.” 

An eggroll. 

ANSWER: 

First State Bank Shannon-Polo-Lake Carroll 

PO Box 85 

Shannon, IL  61078 

A friend and neighbor for over 90 years. 

 

Shannon:   Polo:                      Lake Carroll: 

1 S. Linn St.   211 S. Division Ave.    24494 Payne Rd.  

Shannon, IL  61078   Polo, IL  61064       Shannon, IL  61078 

 

815-864-2111    815-946-2777        815-864-2125 

866-864-2111    866-946-2777        888-864-2126 

IT’S BACK! 

Popcorn Friday at all bank locations. 


